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ABSTRACT
The social network Twitter is a sewer of defamation, doxing, and impersonation. Defamation,
doxing, and impersonation are three of the major problems of the Internet age and can cause
serious damages to victims. This research paper makes recommendations for Twitter policies and
public policies to combat online defamation, doxing, and impersonation.
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INTRODUCTION
The social network Twitter is infamous for defamation, doxing, and impersonation (Collins, 2011;
Cox, 2014; Koch, 2016; Reznik, 2013; Sternberg, 2019). This research paper focuses on combating
online defamation, doxing, and impersonation on Twitter. Defamation against an individual
involves the communication of false statements that harm the individual’s reputation. Doxing of
an individual involves the publication of an individual’s private information such as his home
address or family members. People can be impersonated for many purposes such as to harm their
reputations, to gain personal information on them, to cause them to lose business, to cause them
to lose friends, to write exams for them, to vote for them, to spread false information about them,
etc.
In the old days, it was hard to spread false information or private information about people. It
had to be done by telling people face to face, handing out flyers, putting up posters, etc. Only the
mainstream media had the means to reach a lot of people. The mainstream media is generally
more careful in what it says, although it has crossed the line into defamation many times too, but
usually not nearly as bad as people can commit defamation on the world wide web. Now false
information or private information about people can just be posted on the web using a fake name

for the world to see (Banerjee & Chua, 2019; Chiluwa, 2019; Hage et al., 2020; Pal & Banerjee, 2019;
Reynard, 2019; Solo, 2019a, 2019b, 2019c). Defamation, doxing, and impersonation on the web
are three of the major new problems of the information age.
Social networks like Facebook and Twitter are frequently used to spread defamatory
information. New software can be used to detect cyberbullying on social networks (Balakrishnan
et al., 2019). Fake news, which is used to spread disinformation or defamatory information, is a
growing problem (Adikpo, 2019; Assay, 2019; Bradshaw & Howard, 2019; Çomlekci, 2020; Dale,
2019; Delellis & Rubin, 2020; Grazulis & Rogers, 2019; Guadagno & Guttieri, 2019; Mach, 2019;
Ottonicar, 2020; Rezayi et al., 2018; Stengel, 2019; Watts, 2018). Fake news and defamation on
Twitter are frequently used to attack politicians, an unethical type of network politics (Solo &
Bishop, 2011, 2014, 2016, 2017). The development of spambots to spread disinformation on
politics is an unethical form of political engineering or computational politics (Solo, 2011, 2014,
2017, 2019d). Twitter policies need to be updated as recommended in this research paper to stop
defamation, doxing, and impersonation. Also, as recommended in this research paper, laws need
to be updated for fighting online defamation, doxing, and impersonation.
Internet defamation, inter alia, severely harms people’s reputations; prevents them from getting
gainful employment; ruins romantic relationships; causes depression, anxiety, and distress; causes
mental health problems, etc. Internet doxing, inter alia, endangers people; causes depression,
anxiety, and distress; causes mental health problems; etc. Internet impersonation, inter alia,
severely harms people’s reputations; prevents them from getting gainful employment; ruins
romantic relationships; causes depression, anxiety, and distress; causes mental health problems,
etc.
Most private employers these days do web searches on prospective employees to see what
turns up. If they have a bunch of people applying for one position, as is usually the case, they aren’t
going to risk selecting the candidate with a bunch of injurious claims about him on the web whether
or not they can determine if it’s true.
Humans have a hard time distinguishing between true and false information (Kaufman, 2018;
Marsh et al., 2016; Vosoughi et al., 2018). Andrew Butler, an associate professor of psychological
and brain sciences at Washington University in St. Louis, said, “Even when people have knowledge
that directly contradicts false information, they fail to detect that it is false information (Kaufman,
2018).” Furthermore, humans are predisposed to believing false information. Butler said, “People
have a bias to assume truth (Kaufman, 2018).” A research study found that Twitter users are twice
as likely to repost fake news as they are to repost real news (Kaufman, 2018; Vosoughi et al., 2018).
The civil remedies for dealing with defamation or doxing are extremely inadequate. Lawyer fees
for a defamation or doxing claim in the United States are typically in the range of $30,000 USD or
more. The vast majority of defamation or doxing victims can’t afford the legal costs. A civil lawyer
with expertise in defamation law said that he got inquiries from a bunch of people defamed on an
online hate group, but none could afford to retain him. Most lawyers charge more than this lawyer
who has been practicing for a few years. When someone is defamed or doxed on the web, the
defamation or doxing typically remains on the Internet until a civil court judgment is obtained and
this usually takes years. In the mean time, the victim continues to accumulate all kinds of damages.
The author of this research paper has seen people being defamed and doxed on the web

contemplate criminal violence as the only means they have to get the defamation and doxing
removed.
Entrepreneur Elon Musk is currently negotiating a purchase of Twitter. He has indicated that he
is interested in name authentication for users and protecting freedom of speech. Name
authentication is a good idea, but freedom of speech was never meant to protect defamation and
has never protected defamation. People don’t have the right to go around falsely claiming someone
is a prostitute or pedophile, but these are the kinds of false statements that one can regularly see
on social networks like Twitter. Musk has been sued for alleged defamation on Twitter (Lee, 2019).
He has also complained about alleged false statements against him on Twitter (Holdme, 2022).

RECOMMENDATIONS FOR TWITTER POLICIES
Following are recommendations for responsible Twitter policies to prevent and fight
defamation, doxing, and impersonation:
1. Twitter must require users to provide proof of their real names either by providing
identification or by making a payment with a credit card or bank card. These websites should
not allow anonymous payments with cryptocurrency. This will prevent most cases of
defamation, doxing, and impersonation.
2. Twitter must require users to provide proof of their addresses either by providing identification
or by making a payment with a credit card or bank card. Users should be required to provide
addresses where they can be served with civil claims, subpoenas, search warrants, etc. for
content on their profiles. This information may be required by law enforcement or people suing
for defamation, doxing, or impersonation and must be turned over with search warrants or
subpoenas.
3. Twitter should record the IP addresses of its website users for five years. For each post made
on an online forum, Twitter should record the IP address of the individual who made the post
and should be required to store this information for five years. This information may be
required by law enforcement or people suing for defamation, doxing, or impersonation and
must be turned over with search warrants or subpoenas.
4. Twitter should not allow so-called parody profiles because these are frequently used for
defamation, doxing, and impersonation. Unknown people made numerous parody accounts
on Twitter to attack a mayoral candidate in Regina, Saskatchewan, Canada. These parody
accounts had a lot of disinformation on the candidate.
5. Twitter should block search engines from indexing user posts on its website. This can easily be
done with a noindex metatag on each webpage with a user post.
6. Twitter should block web archiving systems and search engines from archiving user posts on
its website. This can easily be done with noarchive and nosnippet metatags on each webpage
with a user post.

7. If someone complains about defamation on Twitter and Twitter system administrators can’t
verify that it’s not defamatory, Twitter system administrators should remove that content.
8. If someone complains about doxing on a Twitter, Twitter system administrators should remove
that content.
9. If someone complains about impersonation on Twitter and Twitter doesn't have an identity
verification system, then Twitter system administrators should remove that content.

PUBLIC POLICIES FOR FIGHTING ONLINE DEFAMATION, DOXING, AND
IMPERSONATION
Laws and public policies need to be updated to deal with online defamation, doxing, and
impersonation in the information age. The author of this research paper previously made 12
recommendations for public policies to effectively combat online defamation, doxing, and
impersonation (Solo, 2019a; Solo, 2019b; Solo, 2019c; Solo, 2020):
1. Criminal laws for defamation need to be enforced. These laws are rarely enforced in the U.S.
and Canada.
2. Defamation should be a criminal offense in every country.
3. Impersonation should be a criminal offense in every country.
4. Online posting of a person’s home address without permission should be a crime. This leads
people with adversaries to fear for the safety of themselves and their families and their
property.
5. Small claims courts must be equipped to deal with defamation, doxing, and impersonation
lawsuits and must be able to order preliminary and permanent injunctions. Most victims do
not have the expertise for pro se legal representation in higher courts and can’t afford the costs
of lawyers to represent them in higher courts.
6. Every website owner should be required to record the IP addresses of its website users for five
years. For each post made on an online forum, the website owner should be required to record
the IP address of the individual who made the post and should be required to store this
information for five years. This information may be required by law enforcement or people
suing for defamation, doxing, or impersonation and must be turned over with search warrants
or subpoenas.
7. No website owner should be able to hide her identity in a domain name registration. Every
website owner should be required to provide an address in a domain name registration where
he can be served with civil claims, subpoenas, search warrants, etc. for content on the website.
8. A website owner should be liable for defamation, doxing, or impersonation by a website user
if the website owner doesn’t delete the defamation, doxing, or impersonation after it’s

complained about by the subject of the defamation, doxing, or impersonation. In the United
States, courts have interpreted section 230 of the Communications Decency Act (CDA) to give
website owners immunity from defamation by website users (Browne-Barbour, 2015;
Communications Decency Act, 1996). In the United Kingdom, under the Defamation Act 2013,
a website owner can be liable for defamation by a website user if it isn’t deleted after being
complained about (Defamation Act 2013, 2013).
9. Search engines should be stopped from indexing and displaying hyperlinks to websites
notorious for defamation or doxing. There should also be public pressure on search engine
companies to stop indexing and displaying hyperlinks to websites notorious for defamation or
doxing.
10. Archiving websites including Google should be stopped from caching or archiving websites
notorious for defamation or doxing. There should also be public pressure on archiving website
companies to stop caching or archiving websites notorious for defamation or doxing. If
disinformation is removed from a website, it will still appear in search engine caches until they
are updated. If a webpage is changed or taken down, archiving websites shouldn’t be making
old information available to the public.
11. Search engines should be required to follow injunctions to remove hyperlinks to defamation,
doxing, or impersonation on third party websites as well snippets of defamation, doxing, or
impersonation on third party websites from search engine return pages.
12. Foreign defamation, doxing, or impersonation judgments must be enforceable in the U.S. It
would be impossible for a middle class or poor person in a developing country who is being
defamed, doxed, or impersonated on an American website to afford a lawyer in the U.S. to
handle a civil claim. People should be able to sue for defamation, doxing, or impersonation in
their own countries and get defamation, doxing, or impersonation judgments enforced in the
U.S. A defamation judgment in one country should be enforceable in all other countries.

CONCLUSION
Online defamation, doxing, and impersonation are three of the major problems of the
information age. Twitter needs to reform its policies as described in this research paper. Also, the
laws and public policies need to be updated as described in this research paper.
Also, the public needs to be better educated on how to fight back against these problems. The
author of this research paper previously made recommendations on educating the public to combat
online defamation, doxing, and impersonation (Solo, 2021).
New research and development fields are needed to develop algorithms and software that can
find, flag, or remove misinformation and disinformation. The author of this research paper
previously proposed a field called misinformation identification engineering (Solo,, 2021) to develop
algorithms and software to find, flag, or remove misinformation and disinformation on websites
and in other documents.
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